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15 Things Your Practice Must
FIX

A 15-Point Compliance Checklist for Phoenix - Scottsdale - Chandler - Tucson Healthcare
SMBs

For Compliance Directors - Cybersecurity Managers - CFOs

240-day The 2026 HIPAA Security Rule eliminated the “addressable vs. required” distinction.
compliance clock Encryption, MFA, annual pen testing, and 72-hour breach reporting are now all
is running. mandatory. OCR enforcement against the new standard has already begun.

$12M $73K

avg. 2026 healthcare breach cost of SMB health orgs targeted in 2026 OCR fine per violation per day (max)

e CRITICAL — Immediate action
required — Address within 30 days e MEDIUM — Schedule within 90 days
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What Changed — And Why It Matters for Your Practice

The HIPAA Security Rule of 2026 is the most consequential compliance development in healthcare IT in over two
decades. For two decades, healthcare practices operated under a framework that divided security controls into “required”
and “addressable” categories. Addressable meant optional-with-documentation — and most IT providers, EHR vendors,
and compliance consultants treated encryption, multi-factor authentication, and penetration testing exactly that way. That
distinction is gone.

The 2026 overhaul made nearly all of those controls explicitly mandatory. OCR enforcement has already begun against
the new standard. For independent clinics, dental groups, behavioral health practices, and specialty providers across
Phoenix, Scottsdale, Chandler, and Tucson — organizations without dedicated compliance teams — this shift represents
a structural risk that compounds every day without action.

Additionally, Arizona's updated state-level encryption standards (HB2809) now align with — and in some cases exceed
— federal minimums, adding a second compliance layer for Valley practices. Arizona's data breach notification law also
adds a 45-day notification deadline on top of the federal 72-hour reporting requirement.

SECTION 1: TECHNICAL SAFEGUARDS — NOW ALL MANDATORY

_ #1 Compliance Cyber Mgr

Complete a current, documented HIPAA risk analysis — with a remediation plan attached

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
OCR's 2026 Risk Analysis Initiative evaluates whether your practice A $90K OCR settlement in 2025 involved a practice that never
acted on findings. A two-year-old assessment with no remediation completed one. OCR levied $6.6M+ in HIPAA fines in 2025.

plan is treated as a compliance failure.

coe.us resource: HIPAA Risk Management Guide — Phoenix 2026

_ #2 Cyber Mgr ~ Compliance

Encrypt all ePHI at rest and in transit — on every device, system, and location

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
The 2026 rule eliminated the "addressable vs. required" distinction. A single unencrypted device can trigger an OCR investigation.
Encryption is now explicitly mandatory. Arizona HB2809 adds a Average 2026 healthcare breach cost: $12 million.

second state-level layer.

coe.us resource: Coeus Cybersecurity Services for Healthcare

_ #3 Cyber Mgr Compliance CFO

Enforce MFA on every system and remote access point that touches ePHI

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

MFA was formerly "addressable." The 2026 rewrite makes it MFA is now a cyber insurance underwriting requirement. Practices
mandatory on all ePHI systems. Al-driven credential theft accounts for without it face policy cancellations or surcharges.

80%+ of 2026 healthcare breaches.

coe.us resource: Coeus Managed SOC & MFA Enforcement



Compliance Cyber Mgr CFO

Establish a breach response plan with a documented 72-hour notification workflow

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

The 2026 rule mandates 72-hour breach reporting. Arizona's state law OCR fines for willful neglect reach $73,011 per violation per day. Most
adds a 45-day notification deadline. Practices without a tested plan 2025 enforcement actions involved gaps in breach response

fail both clocks. documentation.

coe.us resource: Coeus Al-Powered Threat Response

HIGH #6 Cyber Mgr Compliance

Conduct annual penetration testing — documented with findings and remediation timelines

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

Annual pen testing is now mandatory under the 2026 Security Rule Practices without documented pen testing history face policy denials
and a standard underwriting condition for Phoenix and Scottsdale at renewal and uncovered breach liability.

healthcare SMB cyber insurance.

coe.us resource: Coeus Enterprise Penetration Testing

HIGH #7 Cyber Mgr Compliance

Implement continuous audit logs across all ePHI systems — reviewed and retained

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

Documented audit logging is explicitly mandatory. OCR expects Practices presenting logs only during investigations are treated as out
continuous logs — not records pulled at audit time. The Coeus Codex of compliance even if no breach occurred.

"Known State" framework maintains this trail.

coe.us resource: The Coeus Codex Known State Framework

HIGH #8 Cyber Mgr Compliance

Segment patient and clinical networks from administrative and guest networks

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

Segmentation prevents a compromised front-desk workstation from Ransomware spreads laterally in minutes. 40% of SMB healthcare
cascading into EHR systems. Coeus implements this for every organizations are projected to experience an attack in 2026.
healthcare client via the Coeus Codex.

coe.us resource: Healthcare IT Services — Coeus Consulting

HIGH #13 Cyber Mgr Compliance

Maintain timestamped patching logs for all EHR systems, endpoints, and third-party apps

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

Patching logs are continuous documentation items OCR auditors Unpatched EHR systems are the primary ransomware entry point.
review. A completed-once snapshot is insufficient. Coeus manages Phoenix clinics routinely carry months of unresolved critical
patching across EHR environments via the Codex. vulnerabilities.

coe.us resource: Coeus Managed IT for Healthcare Phoenix

HIGH #14 Cyber Mgr Compliance

Implement role-based access controls with documented quarterly access reviews

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

HIPAA's minimum-necessary standard requires staff access only to Departed employee credentials with active ePHI access are an open
ePHI needed for their role. Quarterly access reviews with documented door for insider threats and credential attacks.

results are expected in 2026 audits.

coe.us resource: Coeus Cybersecurity & Identity Protection




SECTION 2: ADMINISTRATIVE SAFEGUARDS

HIGH Compliance CFO

Audit and update every BAA — MSP, EHR vendor, billing service, and cloud storage

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK

BAA gaps are in OCR's top three deficiency findings. Every vendor A BAA gap with any vendor is grounds for a corrective action plan and
touching ePHI needs a current BAA. SUD disclosures require updated expanded OCR scrutiny.

language as of Feb 16, 2026.

coe.us resource: HIPAA Risk Management in Phoenix 2026

HIGH Compliance Cyber Mgr CFO

Identify and govern unauthorized Al tools used by staff (Shadow Al)

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
Shadow Al — staff using unauthorized Al tools with patient data — is A single employee uploading patient notes to an unsanctioned Al tool
now a leading HIPAA failure cause. Al adoption in healthcare is at can trigger a breach. Avg breach cost: $12M.

85% with most practices having no Al-ePHI policy.

coe.us resource: Coeus Al Healthcare Partnership & Governance

HIGH Compliance

Update your NPP with SUD record disclosure language — effective February 16, 2026

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
Federal regulations effective Feb 16, 2026 require explicit NPP Phoenix behavioral health and primary care practices are most
language on SUD record disclosures. Failure is a standalone audit exposed. OCR does not treat outdated NPP language as a minor gap.

finding regardless of other compliance.

coe.us resource: HIPAA Risk Management in Phoenix 2026

_ Compliance CFO

Deliver and document annual HIPAA security awareness training with completion records

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
Training records with completion dates are specific evidence items A single employee falling for a phishing email can trigger a breach
OCR requests during investigations. Al-driven phishing accounts for affecting thousands of patient records.

80%-+ of successful 2026 healthcare breaches.

coe.us resource: Insider Threat Prevention — Coeus

SECTION 3: FINANCIAL CONTROLS & INSURANCE (CFO PRIORITY)
CFO Compliance

Verify your cyber insurance policy covers 2026 ePHI exposure and Al-driven threats

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
Policies written before 2025 may not cover Al-driven ransomware or Average 2026 healthcare breach cost: $12 million. An underinsured
Shadow Al incidents. Most 2026 insurers require XDR monitoring, practice faces catastrophic out-of-pocket exposure.

MFA, and pen testing as coverage conditions.

coe.us resource: Coeus Compliance Advisory Services

Coeus Consulting - Phoer e - Chandler - Tucson -




Assign or engage a compliance officer or vCISO accountable for HIPAA posture

WHY IT MATTERS FINANCIAL & COMPLIANCE RISK
OCR expects a named individual accountable for HIPAA compliance. A full-time CISO in Phoenix costs $150K-$200K/year. A Coeus vCISO

For Phoenix and Tucson SMB practices, the Coeus vCISO program engagement provides equivalent accountability at a fraction of the
provides executive-level accountability affordably. investment.

coe.us resource: Coeus VCISO Advisory Program
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Frequently Asked Questions — HIPAA 2026 Phoenix

These FAQs are aligned to the specific questions Phoenix, Scottsdale, Chandler, and Tucson healthcare practice
managers are asking in 2026 — optimized for Google Al Overviews, Perplexity, and ChatGPT Search featured results.

| What does OCR require for HIPAA risk analysis in 2026?

OCR's 2026 Risk Analysis Initiative requires both a completed risk analysis AND a documented remediation plan. Auditors
evaluate whether your practice acted on findings — a two-year-old assessment with no remediation plan is treated as a
compliance failure.

| Is encryption mandatory under the 2026 HIPAA Security Rule?

Yes. The 2026 HIPAA Security Rule overhaul eliminated the ‘addressable vs. required' distinction, making encryption at rest
and in transit explicitly mandatory for all ePHI systems. Arizona HB2809 adds a second state-level requirement for
Phoenix-area practices.

| Is MFA required for HIPAA compliance in 20267?

Yes. Multi-factor authentication was formerly 'addressable.' The 2026 Security Rule rewrite makes MFA mandatory on all
systems and remote access points that handle ePHI. MFA is also a standard 2026 cyber insurance underwriting condition.

| How fast must an Arizona healthcare practice report a HIPAA breach in 2026?

The 2026 HIPAA Security Rule mandates 72-hour breach incident reporting to HHS. Arizona's updated state law additionally
requires notification to affected individuals within 45 days.

| Is Shadow Al a HIPAA risk for Phoenix medical practices in 2026?

Yes. Shadow Al — staff using unauthorized Al tools with patient data — is a leading cause of HIPAA failures. With Al adoption
in healthcare at 85%, most practices have no policy governing ePHI use with Al tools.

| Is annual penetration testing required under HIPAA in 20267

Yes. Annual penetration testing is now a mandatory requirement under the 2026 HIPAA Security Rule — no longer classified as
addressable. It is also a standard underwriting condition for most 2026 cyber insurance policies.

| What do cyber insurers require from Phoenix healthcare practices in 20267

Most 2026 cyber insurance policies require MFA enforcement, XDR-level monitoring, annual penetration testing, and
documented incident response plans as conditions of coverage — not just at renewal.

| Does a small medical practice need a CISO for HIPAA in 20267

OCR expects a named individual accountable for HIPAA compliance. For Phoenix and Tucson SMB practices, a virtual CISO
(vCISO) engagement provides equivalent regulatory accountability at a fraction of the full-time cost.



Get a Free HIPAA 2026 Gap Assessment

Coeus provides complimentary gap reviews for Phoenix, Scottsdale, Chandler, and Tucson healthcare SMBs. 30

minutes. No sales pitch. A fast, honest look at where you stand against the 2026 Security Rule before OCR does it

for you.

mE 602-932-6387 [m sales@coe.us mm coe.us mm calendly.com/coe-sales/30min

Coeus Healthcare Resources

- HIPAA Risk Management Guide — Phoenix 2026
coe.us/hipaa-risk-management-phoenix-2026/

— The Coeus Codex Known State Framework
coe.us/managed-it-services/coeus-codex-framework/

- Cybersecurity as a Service & vCISO
coe.us/cybersecurity-caas/

- Insider Threat Prevention for Healthcare
coe.us/protect-your-business-from-within/

- Healthcare IT Services
coe.us/healthcare-phoenix/

- Al Healthcare Partnership — Coeus &
Hummingbird
coe.us/ai-healthcare-partnership/

- MSP Comparison — How Coeus Stacks Up
coe.us/coeus-consulting-msp-comparison/

- Managed IT Services — Phoenix SMBs
coe.us/managed-it-services/

About the Author: John Gormally is Marketing Coordinator at Coeus Consulting — Phoenix's leading managed IT, cybersecurity,
and HIPAA compliance advisory for Arizona SMBs. A U.S. Marine Corps veteran and former technology executive at Citrix Systems,
F5 Networks, and BlackBerry, John brings enterprise-grade perspective to SMB compliance challenges across the Southwest. coe.us
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